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DETAILED ACTION 

Response to Amendment 

1. Applicant's arguments/amendments with respect to amended claims 1, 12, and 17, and 
currently pending claims 1-21, filed on April 14, 2005 have been fully considered but they are 
not persuasive. The examiner would like to point out that this action is made final (MPEP 
706.07a). 

Response to Arguments 

2. Applicant argues that: 

a. Independent claims 1,12, and 17 are not taught by Kamiya to include 
"simultaneously decrypting and re-encrypting the encrypted content using a combination 
of the first and second cipher streams'' (page 7 par. 2). 

b. Dependent claims 2-11, 13-16, and 18-21 are allowable based upon their 
dependency on allowable claims 1,12, and 17 (page 7 par. 3). 

However, Examiner disagrees with applicant. 

Regarding argument (a), Argument is not persuasive. Kamiya teaches a secure way of 
distributing digital data to users. A key is divided into plurality parts and delivered to a 
user in different delivery routs (network) so unauthorized appropriation of one piece of 
the key information will not compromise the corresponding content data unless and until 
all other pieces of key information are also appropriated (page 1 par. 0007, page 2 par. 
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0023 and 0025, and page 3 par. 0029). Kamaya also teaches multiple encryption 
technique. Encryption keys are simultaneously encrypted and simultaneously decrypted. 
First encryption key is encrypted by the second encryption key, second encryption key is 
encrypted by the third encryption key simultaneously and/or the second encryption key is 
decrypted by the third decryption key, and first encryption key is decrypted by the second 
decryption key simultaneously, to encrypt or decrypt digital data (page 1 par. 0012, page 
4 par. 0042). To further protect the original data that will be outputted the decrypted and 
decoded digital data is scrambled (re-encrypted) (page 9 par. 0129). 

Regarding argument (b), examiner disagrees with applicant. Based on the arguments set 
forth by the examiner for argument (a), the dependent claims stand rejected. 

The examiner is not trying to teach the invention but is merely trying to interpret the 
claim language in its broadest and reasonable meaning. Therefore, the examiner asserts 
that the system of the prior art, Kamiya does teach or suggest the subject matter as recited 
in independent claims 1, 12, and 17. Dependent claims 2-11, 13-16, and 18-21 are also 
rejected at least by virtue of their dependency on independent claims and by other reason 
set forth in this office action dated August 10, 2005. Accordingly, rejections for claims 1- 
21 are respectfully maintained. 

Rejections 

3. The text of those sections of Title 35, U.S. Code not included in this action can be found 
in a prior Office action. 



Application/Control Number: 09/896,380 
Art Unit: 2136 



Page 4 



Claim Rejections - 35 USC §102 

4. Claims 1-21 rejected under 35 U.S.C. 102(e) as being anticipated by Kamiya et al. 
(Kamiya, Pub. No.: US 2002/0106086 Al). 

As per claims 1 and 12, Kamiya discloses a method/medium having stored thereon data 
representing sequences of instructions which, when executed by a machine, cause the machine to 
perform operations comprising: 

generating a cipher stream based on a first key for encrypted streamed content (Kamiya 
page 12 par. 0169 lines 1-6, and page 2 par. 0030 lines 4-6; upstream system/content provider 
generates an encrypted digital data in using first key); 

generating a second cipher stream based on a second key (Kamiya page 12 par. 0174 and 
page 1 par. 0010; generating encrypted key stream based on a second key) to re-encrypt the 
streamed content (Kamiya page 9 par. 0123, 0127 and 0129; the downstream system/receiver 
device re-encrypts the decrypted digital data for further protection); 

receiving the encrypted streamed content (Kamiya page 1 par, 0006 lines 1-5 and page 9 
par. 0120); 

simultaneously decrypting and re-encrypting the encrypted content using a combination 
of the first and the second cipher streams (Kamiya page 9 par. 0123, 0127 and 0129; encrypted 
key and encrypted digital data are received separately and combined together to simultaneously 
decrypt the encrypted key and encrypted digital data and decrypted digital data is further 
encrypted by the receiver); 
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conveying the re-encrypted content to a sink (Kamiya page 10 par. [0136-0140 and fig. 4 
No. 34). 

As per claim 17, Kamiya discloses an apparatus comprising: 

a content interface to receive encrypted streamed content (Kamiya page 1 par. 0006 lines 
1-5 and page 9 par. 0120); 

a computing device to generate a cipher stream based on a first key for encrypted 
streamed content (Kamiya page 12 par. 0169 lines 1-6, and page 2 par. 0030 lines 4-6; upstream 
system/content provider generates an encrypted digital data in using first key), to generate a 
second cipher stream based on a second key to encrypt streamed content (Kamiya page 9 par. 
0123, 0127 and 0129; the downstream system/receiver device re-encrypts the decrypted digital 
data for further protection); and to simultaneously decrypt and re-encrypt the received encrypted 
streamed content using a combination of the first and the second cipher streams (Kamiya page 9 
par. 0123, 0127 and 0129; encrypted key and encrypted digital data are received separately and 
combined together to simultaneously decrypt the encrypted key and encrypted digital data and 
decrypted digital data is further encrypted by the receiver); and 

a sink interface to convey the re-encrypted content to a sink (Kamiya page 10 par. [0136- 
0140 and fig. 4 No. 34). 

As per claims 2 and 13, Kamiya teaches the method/medium, wherein simultaneously decrypting 
and re-encrypting the encrypted streamed content comprises exclusive OR-ing the encrypted 
streamed content with the cipher stream combination (Kamiya page 9 par. 0123, 0127 and 0129; 
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encrypted key and encrypted digital data are received separately and combined together to 
simultaneously decrypt the encrypted key and encrypted digital data and decrypted digital data is 
further encrypted by the receiver); 

As per claims 3 and 14, Kamiya teaches the method/medium, teach all the subject matter as 
described above. In addition Akiyama teach the method, wherein the cipher stream combination 
comprises a result of exclusive OR-ing the first and second cipher streams (Akiyama page 1 par. 
0010-0012, and page 12 par. 0174; encrypted first key that is encrypted by second key and 
encrypted second key is combined and transmitted to the receiver). 

As per claims 4 and 15, Kamiya discloses the method/medium, wherein the first key and the 
second key have symmetric agreement (Kamiya page 1 par. 21-24). 

As per claims 5, 16 and 18, Kamiya discloses the method/medium/apparatus, further comprising 
receiving one or more of the first key and the second key over a secure authenticated channel 
(Kamiya page par. 0023, page 4 par. 0047, and page 30 lines 4-6). 

As per claim 6, Kamiya discloses the method, wherein receiving a key over a secure 
authenticated channel comprises receiving the key from a sales server (Kamiya page 3 par. 0030 
lines 4-6). 

As per claim 7, Kamiya discloses the method, wherein the secure authenticated channel 
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comprises an Internet connection (Kamiya Page 8 par. 0014). 

As per claim 8, Kamiya discloses the method, wherein the secure authenticated channel 
comprises a telephone line (Kamiya Page 1 par. 0021, and page 3 par. 0045). 

As per claims 9 and 20, Kamiya discloses the method/apparatus, further comprising conveying 
the second key to the sink to enable the sink to decrypt the re-encrypted content (Kamiya page 9 
par. 0123, 0127, 0129, & 0132, and fig. 4 No. 34). 

As per claim 10, Kamiya discloses the method, wherein the encrypted streamed content is 
publicly available and encrypted with a public key and wherein the first key is a locally available 
private key (Kamiya page 2 par. 0021). 

As per claim 11, Kamiya discloses the method, wherein the encrypted content is a broadcasted 
entertainment program (Kamiya page 5 par. 0074 lines 5-10). 

As per claim 19 Kamiya teaches the apparatus, wherein the first key and the second key have 
symmetric agreement (Kamiya page 1 par. 21-24) and wherein the combination of the first and 
the second cipher streams is a result of exclusive OR-ing the encrypted content stream with an 
encryption stream (Akiyama page 1 par. 0010-0012, and page 12 par. 0174; encrypted first key 
that is encrypted by second key and encrypted second key is combined and transmitted to the 
receiver). 
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As per claim 20, Kamiya discloses the apparatus, wherein the computing device conveys the 
second key to the sink to enable the sink to decrypt the re-encrypted content (Kamiya Page 2 par. 
[0031-0032]). 

As per claim 21, Kamiya discloses the apparatus, wherein the computing device includes a 
broadcast entertainment set-top box (Kamiya page 5 par. 0074 lines 5-10, and page 7 par. 0098 
lines 1-3). 

Conclusion 

5. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1. 136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 
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6. 



Any inquiry concerning this communication or earlier communications from the 



examiner should be directed to Eleni A Shiferaw whose telephone number is 571-272-3867. The 
examiner can normally be reached on Mon-Fri 8:00am-5 :00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R Sheikh can be reached on 571-272-3795. The fax phone number for the 



Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



organization where this application or proceeding is assigned is 703-872-9306. 
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